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The Federal Reserve, the Office of the Comptroller of the Currency , 
and the Federal Deposit Insurance Corporation  have all published 
guidance explaining how risk managers should meet Bank Secrecy 
Act (BSA) and Anti-Money Laundering (AML) compliance require-
ments. As more banks have started using BSA and AML models for 
operational efficiency, the need for effective model risk management 
framework has emerged. 
SR 11-7  or the Guidance on Model Risk Management by the Fed 
and OCC outlines the regulatory expectations on banks’ model risk 
management framework, including the elements which should be 
subject to required model validations. Model risk management 
expectations for BSA and AML models were further clarified in SR 
21-8  or the Interagency Statement on Model Risk Management for 
Bank Systems Supporting BSA and AML Compliance.



How small banks may avoid Bank Secrecy Act (BSA)
and Anti-Money Laundering (AML) validation setbacks

Although these guidelines are for banks of all sizes, every bank faces 
a unique situation. Banks with different asset sizes work with different 
borrower profiles and resources. For instance, a large conglomerate 
may extend its credit lines with global banks; whereas a local business 
may work with a regional bank serving the community in that region. 
This requires banks to assess their idiosyncratic compliance risk.

Small banks with assets under $10 billion tend to leverage BSA and 
AML vendor models as these solutions help them detect suspicious 
transactions fueled by various modeling technologies. Model vendors 
provide banks all aspects of transaction monitoring, investigation, and 
regulatory reporting. RMA’s December 2021 survey on vendor model 
validation and third-party risk management indicated that the most 
common vendors providing BSA and AML and fraud models include 
Abrigo, NICE Actimize, Experian, FISERV, Lexis Nexis, Mantas, 
NetReveal, SAS, and Verafin.

What’s different? 
BSA and AML models need to be validated contextually. In general, 
both internally developed and vendor-sourced models follow the same 
model validation rigor. However, unlike internally developed models, 
vendor models present specific challenges. 
First, as regards vendor models, validators have limited access to 
critical information about model development and implementation 
processes. To tackle this issue, many validators assess each submo-
del as an independent model. Each of these submodels represents a 
different measure of the different risk strands the bank is subject to.
For instance, at RMA Model Validation Consortium, the validation team 
starts with an initial assessment of three BSA and AML submodels: the 
customer risk rating (CRR), the transaction monitoring system (TMS), 
and the watchlist (WLS).
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What’s different? 
BSA and AML models need to be validated contextually. In general, 
both internally developed and vendor-sourced models follow the same 
model validation rigor. However, unlike internally developed models, 
vendor models present specific challenges. 

First, as regards vendor models, validators have limited access to critical 
information about model development and implementation processes. 
To tackle this issue, many validators assess each submodel as an inde-
pendent model. Each of these submodels represents a different measu-
re of the different risk strands the bank is subject to.

For instance, KDOA’s validation team starts with an initial assessment of 
three BSA and AML submodels: the customer risk rating (CRR), the tran
saction monitoring system (TMS), and the watchlist (WLS).

We arrange an initial walk-through of the model with the model owners at 
the client bank. We also discuss any unanswered questions regarding 
components in follow-up meetings with the vendor model representatives. 
These two initial steps set the pace for the validation process and allow 
us to understand how well the bank knows its vendor model implemen-

tation process and how supportive the vendor has been throughout the 
process.
During the validation process, all validation activities are focused on the 
main goal: identifying and measuring any risks associated with the BSA 
and AML model. 
We examine how well each submodel performs, and how appropriate 
the calibration of the model is.  We also consider the relevance of the 
data used for the model calibration, considering the bank’s current risk 
exposure. Finally, we look at the model governance and monitoring 
framework.

Avoiding the setbacks
Communicating with the model vendor can prevent many of these 
validation issues. We suggest banks request vendors regularly perform 
quality model validations on their models. This step can also supplement 
the risk identification and mitigation processes performed by the bank.

We often find some weaknesses in understanding the vendor model by 
smaller banks. Although the expertise on model development remains 
with the vendor, banks are responsible for complying with all regulations 
related to a model usage including, in this case, a BSA and AML model.

Therefore, banks need to develop and oversee some of the key compo-
nents of model risk management: fully understanding the model compo-
nents, the flow of information in the tool, the role of data, model assump-
tions and limitations of the vendor model, and how the vendor model 
and the internal BSA and AML programs are connected.

Specifically for small institutions, we often find that model monitoring 
activities are not as rigorous as they can be in the context of the model 
governance. BSA and AML models are considered high-risk models by 
regulators. Institutions need to ensure that there is an appropriate moni-
toring plan that constantly reviews and oversees the working models. 
This plan should identify model assumptions, track the performance of 
working models, as well as track the datasets that got fed into the 
models. The plan should also classify model risks associated with it and 
other portfolio-specific risk factors.

We also face limited access to model datasets when working with some 
of our client banks. This is more evident with smaller institutions. 
The most urgent issue we face is getting access to internal datasets 
when performing model calibration. To resolve this challenge, most 
vendors provide proxy data. However, proxy data is most useful when 
the institution has an appropriate peer data selection process in place.
The usage of proxy data for vendor models needs to be very well thou-
ght out. If not, banks cannot select the most suitable proxy data to 
address their idiosyncratic risks, which can translate into an inadequate 
classification of risks under the BSA and AML program.
The lack of an appropriate model validation practice is another challen-
ge that smaller institutions face. Model validations are key processes for 
any bank to support its regulatory compliance, as well as its internal risk 
management effort. 

How KDOA’s services can help your business
KDOA has broad experience in validating models in line with regulatory 
guidance across all financial model types and regulatory jurisdictions, 
including but not limited to BSA/AML, fraud, credit, market, and com-
pliance. You can also rely on us to coordinate and manage your model’s 
implementation and assist with implementing and executing a sound 
on-going monitoring program. KDOA’s team quantitative and qualitative 
background and its experience in in all aspects of developing and imple-
menting BSA and AML models will help you develop the best answers 
to your business need.
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We also face limited access to model datasets when working with some 
of our client banks. This is more evident with smaller institutions. 
The most urgent issue we face is getting access to internal datasets 
when performing model calibration. To resolve this challenge, most 
vendors provide proxy data. However, proxy data is most useful when 
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menting BSA and AML models will help you develop the best answers 
to your business need.
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model and the internal BSA and AML programs are connected.
Specifically for small institutions, we often find that model monitoring activi-
ties are not as rigorous as they can be in the context of the model gover-
nance. BSA and AML models are considered high-risk models by regula-
tors. Institutions need to ensure that there is an appropriate monitoring 
plan that constantly reviews and oversees the working models. This plan 
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We also face limited access to model datasets when working with some of 
our client banks. This is more evident with smaller institutions. 
The most urgent issue we face is getting access to internal datasets when 
performing model calibration. To resolve this challenge, most vendors 
provide proxy data. However, proxy data is most useful when the institution 
has an appropriate peer data selection process in place.

The usage of proxy data for vendor models needs to be very well thought 
out. If not, banks cannot select the most suitable proxy data to address 
their idiosyncratic risks, which can translate into an inadequate classifica-
tion of risks under the BSA and AML program.
The lack of an appropriate model validation practice is another challenge 
that smaller institutions face. Model validations are key processes for any 
bank to support its regulatory compliance, as well as its internal risk mana-
gement effort. 

Make sure that the vendor you choose to work with can perform the valida-
tions of their high-risk models. It is even better when they have all the 
quantitative and qualitative background and the experiences required in all 
aspects of developing and implementing BSA and AML models.
Have more model risk questions? Ask our Model Validation team. 
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Jeison Gil is a Senior Quantitative analyst and Manager for KDOA. He has over 10 
years of experience in quantitative finance, which has been devoted to Model Risk 
Management, Hedging of Commodities, and Research. For the last 7 years, he has 
been dedicated to Model Risk Management, with a focus on Model Validation, working 
for Tier 1 banks in the United States and Europe.
Jeison has validated a wide range of models including ALM (Empyrean and other 
vendor models), CECL (Abrigo), BSA/AML (Verafin and machine learning models) and 
various other Credit and Market Risk Models including capital stress testing.
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